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CHAPTER I 
 
 
 
 
PROJECT BACKGROUND 
 
 
 
1.0 INTRODUCTION 
 
On the basis of media hype alone, you might conclude that biometric passwords 
will soon replace their alphanumeric counterparts with versions that cannot be stolen, 
forgotten, lost, or given to another person. But what if the performance estimates of 
these systems are far more impressive than their actual performance? To measure the 
real-life performance of biometric systems, and to understand their strengths and 
weaknesses better, we must understand the elements that comprise an ideal biometric 
system (P. Jonathon et al., 2000). 
 
Biometrics are automated methods of recognizing a person based on a 
physiological or behavioral characteristic. Among the features measured are face, 
fingerprints, hand geometry, handwriting, iris, retinal, vein, and voice. Biometric 
technologies are becoming the foundation of an extensive array of highly secure 
identification and personal verification solutions. As the level of security breaches and 
transaction fraud increases, the need for highly secure identification and personal 
verification technologies is becoming apparent.  
 
Biometric-based solutions are able to provide for confidential financial 
transactions and personal data privacy. The need for biometrics can be found in federal, 
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state and local governments, in the military, and in commercial applications. Enterprise-
wide network security infrastructures, government IDs, secure electronic banking, 
investing and other financial transactions, retail sales, law enforcement, and health and 
social services are already benefiting from these technologies. 
 
Biometric-based authentication applications include workstation, network, and 
domain access, single sign-on, application logon, data protection, remote access to 
resources, transaction security and Web security. Trust in these electronic transactions is 
essential to the healthy growth of the global economy. Utilized alone or integrated with 
other technologies such as smart cards, encryption keys and digital signatures, 
 
Here we focus on biometric applications that give the user some control over 
data acquisition These applications recognize subjects from voice recognition hand-scan 
geometry, and scanned fingerprints 
 
The data collection in this project was done by using the set of available devices. 
For collect the voice data had done by using Multispeech System (CSL model 4500) 
with normal microphone (Shure dynamic lo). In hand-scan experimental the data was 
collected by using Recognition System Handkey II. Lastly for the fingerprint part, the 
data was collected by using a FIU81/PERS (Puppy suite from Sony).  
 
 
 
1.1 Problem statement 
 
 A potentially more serious security concern occurs when someone uses the same 
biometric in many systems or when many user biometrics are stored on a single system. 
Specifically, once an attacker acquires the original biometric, he can use it to 
compromise the security of many different systems. This potential, for identify theft is 
much more serious for biometrics than passwords since if a password is stolen, it can be 
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easily changed. A biometric such as a fingerprint if is stolen it is difficult or impossible 
to change. (Emin Martinian et al., 2005). 
 
 By using different biometrics, hand-scan and voice-scan together will reduce this 
chance and make the system more secured. 
 
 Under the voice-scan biometric category the best (optimum) threshold setting will 
be the one that gives the lowest FA or FR rate. Our task will be to solve this problem i.e. 
optimize the FA and FR as possible by using an expected misclassification cost 
(Masters, 1993). False acceptance errors are the ultimate concern of high security can be 
traded off for a higher false rejection rate [Cample, 97]. Since we know the cost of FA or 
FR error rate, the cost function can be used to find the optimum threshold so that the 
minimum (lowest) total expected cost will be achieved. 
 
 
 
1.2 Project Objectives 
 
• To find the threshold which gives the optimum (best ) FR & FA errors rate for 
speaker recognition task using cost function. 
• To compare the performance of the obtained optimum threshold setting with EER 
threshold setting. 
• Analyze the recognition performance when word combinations are used as an 
input to the speaker recognition system. 
• Analyze performance when system is combined with hand-scan and fingerprint 
biometrics. 
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1.3 Project Scope and Methodology 
 
• The training task will use all digits while one digit or combination of several digits 
will be used in recognition task. 
• Data base which consists of single digit and combination digits are designed based 
on TIDIGIT data base. 
• The recognition system will use MFCC-derived spectrum and HMM algorithm to 
create client and impostors model in pattern matching process. 
• The enrollment and testing sessions are carried out in normal room environment. 
• Hand scan data and Fingerprint will be collected from same number of clients and 
impostors.  
 
 
 
1.3.1 Methodology 
 
 
Figure 1.1 Multi-modal method. 
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 Multimodal biometric system is the system which provides a decision depends on 
different kinds of data, which requires different kinds of processing. The level of 
security required determines how many methods needed to build the multimodal 
biometric system, in this project three methods were used as shown e.g. figure 1.1.  
 
 
 
1.4 Thesis Organization 
 
 In this thesis we organized the set of chapters to be started with chapter 1 has a 
biometric introduction, to give definition of the project background to the biometric 
system and how we could use it in security propose. The problem statement was also 
mentioned in this chapter as well. Project objectives and scopes of the methodology of 
this project had been included, at the end of chapter 1 the organization of this thesis had 
been come. 
 
 In the second chapter, the literature review of the project which contains the 
background of the problem statement and previous works on speaker verification and 
identification. Voice-scan biometric methods, with some of the voice-scan applications, 
were included in chapter 2. Chapter 3 has the discussion of the methodology of this 
project, cepstral coefficients algorithm and Hidden Markov models algorithm was 
explained in this chapter. Chapter 4 has the finger biometric, which has explanation 
about types of fingerprint, and the recognition of fingerprint biometric system. The 
processing of fingerprint had been come in this chapter as well.  
 
 Hand-scan geometry biometric was organized to be chapter 5, in this chapter was 
given full discussion about the methods of hand-scan geometric biometric. Chapter 6 has 
all the explanations about the accuracy performance analysis of multimodal biometric 
system. Database design was discussed in the chapter 7. The results of this project had 
enough explanation in the chapter 8. Chapter 9 was included the summarizing of this 
project, the benefits of this project and suggestion of future work been mentioned in this 
chapter. In the end of this thesis the appendixes were organized. 
